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TCN Inc. (“TCN”) respectfully submits these commeit response to the Federal
Communications CommissionB@eclaratory Ruling and Third Further Notice of Praged
Rulemaking“Declaratory Ruling and “Third FNPRM” respectively) in the above-captioned
proceedings. As a leading provider of cloud-based call ceteehnology, TCN supports the
Commission’s efforts to protect consumers and elt@ scam, fraud, and other unlawful calls.
TCN also commends the FCC for its efforts to featié implementation of SHAKEN/STIR,
which “should establish a reliable authenticatigstem that will help strengthen call-blocking
services and unmask spoofed cafls.”

The Commission’s actions, however, also must caetio protect lawful calls from
legitimate organizations. Any adopted rules shamtdease such lawful callers’ confidence that
the successful verification of their numbers urBEIRKEN/STIR will ensure call completion.
Once SHAKEN/STIR is fully implemented, voice seerioroviders should not have the

discretion to blockawful calls that have successfully obtained a digitdlifteate under

! Advanced Methods to Target and Eliminate Unlaiobocalls, Call Authentication Trust
Anchor, CG Docket No. 17-59 and WC Docket No. 17-97, Bextbry Ruling and Third Further
Notice of Proposed Rulemaking, FCC 19-51 (rel. Jur2019) (Declaratory Ruling and Third
FNPRM).

2 Federal Communications Commissi@gmbating Spoofed Robocalls with Caller ID
Authenticationhttps://www.fcc.gov/call-authenticatiqifast visited July 23, 2019).




SHAKEN/STIR. To enforce this basic principle, iemmission should adopt certain
transparent processes that establish clear exjpadbr consumers and lawful callers while
continuing to protect against scam and fraudulahs.c

ANY SAFE HARBOR SHOULD REQUIRE VOICE SERVICE PROVID ERS TO
SEND AN INTERCEPT MESSAGE TO BLOCKED CALLERS.

In theThird FNPRM the Commission asks whether it should “requiriee/service
providers to send an intercept message to blocklers . . . when calls are blocked.”

The answer is “yes.” As tHeeclaratory Rulingmakes clear, a “reasonable” call-
blocking program includes a point of contact fagilenate callers to report erroneous blocking
and a mechanism to resolve such compldiiatsg any reasonable implementation of
SHAKEN/STIR would require similar processes. Tketadvantage of (and not abuse) this
requirement, a legitimate caller must know that#ls are being blocked. If a legitimate caller
does not know whether its calls are being blockezhnnot reasonably be expected to reach out
to the blocking voice service provider when appiatpr Without knowledge that its calls are
being blocked, a legitimate caller may unduly reffaom contacting the blocking voice service
provider; conversely, to overcompensate for it& laicknowledge, a legitimate caller may reach
out to the blocking voice service provider too ofte

Current labeling and call-blocking programs’ effigacan suffer from voice service
providers’ lack of communication about the blockinthe Commission may solve this issue by
requiring voice service providers to send an irgptenessage with an SIP code to blocked
callers. A legitimate caller’s receipt of an irtept message, complete with SIP code, will

provide an important tool to more efficiently engag any voice service provider’s redress

% Declaratory Ruling and Third FNPRI¥ 58.
*1d. 1 38.



mechanism and resolve misunderstandings or mistdesnwhile, requiring voice service
providers to send an intercept message with arc&dle is unlikely to increase the number of
illegal calls because illegal callers are unlikielyengage voice service providers’ redress
mechanisms, given the illicit nature of their calls

ANY SAFE HARBOR SHOULD REQUIRE A PROCESS TO CORRECT
ERRONEOUSLY BLOCKED CALLS.

In addition to seeking comment on whether it shaafjlire voice service providers to
notify blocked callers, the Commission seeks controarother issues related to any safe harbor
that it adoptS. While some voice service providers have beguysiedmenting SHAKEN/STIR,
full implementation — even among major voice sexpcoviders — is not completeVoice
service providers are still working through howythell determine whether a call is
“appropriately signed” Furthermore, to resolve this issue, voice serpicaiders must answer
the following questions: (1) How should calls lmned?; and (2) What service provider gets to
sign a call?

Regardless of how these questions get answere@ddapted safe harbor should require
a voice service provider to establish a processdorecting instances where calls are
erroneously blocked within a reasonable timefrafequiring such a process would create clear

expectations for all stakeholders and better erfauréreatment for legitimate callers without

® See, e.gid. 11 54-56.

® See, e.g.Letter from Joan Marsh, Executive Vice Presid®agulatory & State External
Affairs, AT&T Services, Inc., to Ajit V. Pai, Chairan, Federal Communications Commission,
WC Docket No. 17-97 (Nov. 19, 2018tached td_etter from Amanda E. Potter, Assistant Vice
President-Senior Legal Counsel, AT&T Services,,lteMarlene H. Dortch, Secretary, Federal
Communications Commission, WC Docket No. 17-97 (NI 2018) (showing that AT&T’s
implementation of SHAKEN/STIR began in late 2018 awill continue through 2019 into 2020,
as additional voice service providers “become r&ady

’ See Declaratory Ruling and Third FNPRIVB5.
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incentivizing illegal calls. By creating clear eqiations among stakeholders, a requirement also
would decrease the Commission’s burden in resolpotgntial disputes by reducing the number
of disputes filed with the Commission.

THE COMMISSION SHOULD PROVIDE A BACKSTOP FOR LEGITI MATE

CALLERS WHEN VOICE SERVICE PROVIDERS’ PROCESSES FOR

CORRECTING ERRONEOUSLY BLOCKED CALLS FAIL TO RESOLV E THE
PROBLEM.

In its proposal to require that voice service texs authenticate caller ID information,
the Commission seeks comment on whether “ther¢ §aneaspects of the governance authority
that the Commission should handle itself or [whdttitee Commission’s role [should] be limited
to . . . formal oversight® To successfully implement SHAKEN/STIR without sficing the
interests of legitimate callers, the Commission thsesve as a backstop to which legitimate
callers can directly appeal if their efforts toake erroneously blocked calls with voice service
providers fail.

To date, industry-led efforts to implement SHAKENIR have been driven by voice
service providers. ATIS’s Secure Telephone Idgi@ibvernance Authority (“STI-GA”) is
solely composed of voice service providees)d the STI-GA selected iconectiv as the Policy
Administrator to “apply and enforce the rules aBrdel by the STI-GA to operationalize the
SHAKEN . . . framework* A Commission-based enforcement process thatseas/a venue

of last resort will support the Commission’s cutresguirement that voice service providers

81d. 1 79.

% SeeATIS, STI Governance AuthorityLeadership, https://www.atis.org/sti-ga/leadership/
(last visited July 23, 2019).
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have a “point of contact” and resolution processeimoneously blocked cal$,a requirement
that should also exist once SHAKEN/STIR is impleteel®* The existence of an enforcement
process will create incentives for voice servicevders to timely resolve erroneously blocked
calls without Commission intervention and, equakyimportant, will not unduly incentivize
engagement by scammers and fraudsters, which jagyaimighly unlikely to engage in such a
process.

When serving as a backstop, the Commission mugkeplsobalance the burdens
legitimate callers and voice service providers halien demonstrating that calls are improperly
blocked. Accordingly, when the Commission resoldsputes over improperly blocked calls, it
should require voice service providers to: (1) destrate that the call failed SHAKEN/STIR,
and (2) disclose all criteria, metrics, or analytielied upon to determine that the call was
illegal. By adopting SHAKEN/STIR, legitimate calteare demonstrating good faith in the
ecosystem’s collective effort to curb illegal cdligt are ultimately beholden to voice service
providers’ decisions whether to block a call. Tifere, legitimate callers participating in
SHAKEN/STIR should not shoulder the burden of pngviheir calls were erroneously blocked.

ONCE IT ADOPTS RULES FOR THE SHAKEN/STIR FRAMEWORK, THE
COMMISSION SHOULD WITHDRAW THE DECLARATORY RULING'S

STATEMENT THAT VOICE SERVICE PROVIDERS MAY BLOCK “U NWANTED”
CALLS ON AN OPT-OUT BASIS.

With the Commission’s adoption of formal SHAKEN/&Ttall blocking rules and
processes for resolving disputes involving erros@ohblocked calls, portions of tHeeclaratory

Rulingwill become obsolete. Accordingly, if such ruéae adopted, the Commission should

1 See Declaratory Ruling and Third FNPRIVB8 (“[W]e believe that a reasonable call-blocking
program instituted by default would include a pahtontact for legitimate callers to report
what they believe to be erroneous blocking as aglh mechanism for such complaints to be
resolved.”).

12 See supr&ection |I.



withdraw theDeclaratory Rulings discussion on allowing voice service providerdkbock
“unwanted” calls on an opt-out basis.

Codifying the Commission’s call-blocking policiesdlear rules would simplify
regulatory compliance burdens for all stakeholdétrsvould also reduce confusion over the
Commission’s expectations under SHAKEN/STIR andtiooe to protect consumers against
unlawful calls.

V. CONCLUSION

TCN applauds the Commission’s efforts to facilitei@lementation of SHAKEN/STIR
and protect consumers from scam, fraud, and ottlamdul calls. Any efforts, however, should
not come at the expense of lawful calls made byitegte organizations. Accordingly, the FCC
should adopt transparent processes that estaldishexpectations for consumers and legitimate

callers without advancing the interests of scamraadsfraudsters.

Respectfully Submitted,

/s/ Darrin Bird
Darrin Bird
Executive Vice President

Jesse Bird
Chief Technology Officer & Co-Founder

TCN Inc.
162 North 400 East
Suite B-200

July 24, 2019 St. George, Utah 84770

13 See, e.gDeclaratory Ruling and Third FNPRM 34 (“[W]e clarify that voice service
providers may offer opt-out call-blocking prograb@sed on any reasonable analytics designed
to identify unwanted calls.”).



